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Insurance Megatrends

Consumer expectations
being set by general
experience with advanced
technology — rapid service,
simple process

Regulation complexity
Increasing and often at
odds with customer desire
for simplicity

Technology disrupting
business models and
robotising processes.
Analytics replacing
underwriting and Al
replacing advisers

Low growth set to
continue, providing a
challenge for savers and
the ability to offer
guarantees

Skills shortages as
companies shift more to
using technology

Emerging markets
maturing and growing
demand for insurance
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Global Risk Themes
Cyber

= Fear of the unknown Changing the game
= Human weakness fast

= Scope of damage

 Robo large.

unavoidable.

CYBER SECURITY BREACHES

‘ HM Government SURVEY 2016: KEY FINDINGS

Most cyber security breaches / attacks
6 9 O/ PIECTHLEREEREWRGVEIEE COMIMON among those who have had them

high priority for senior m
Virus/spyware/ J . Impersonation of
malware the organisation
68% 32%
5 1 O/ of businesses have undertaken 5 or more of
O the Government's 10 Steps to Cyber Security

48% have technical measures in the areas set out by
the Government's Cyber Essentials scheme

rmal incident

6 5 O/ of large firms detected a c
O breach or attack in the pa
m 25% of these experience a breach
I
at least once per month ONLY

1 3 O/ of all businesses set cyber security
£ 3 m the most costly breach O standards for their suppliers
ifi in th
LCepuiticclite SERvEY, B 55% of medium and (W 34% of large firms do this
Average cost of a breach to large

businesses = £36,500

Onry(hu of fn,n;» ave ongoing Smaller firms can do more to train their staff
monitoring of breach costs .

Businesses where staff have had cyber

security training in past 12 months:

@ smai:22% @ Medium:38% @ Large: 62% @
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Global Risk Themes
Third Party Risk

* Increased look-through Your problem
= Retained responsibility inside

= Access to information .
- outside.
= Resilience

= Supply chain

= Reputation
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Global Risk Themes
Conduct

= Hard to define concretely Customer first

= Customer focus behaviour

= Market reputation
outcome.

= Changing standards
= Retrospective
= Influence on product/pricing
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Global Risk Themes
Operational Risk

= Describe “how” scenario happens The Future

= Describe “what” the outcomes are a step at a time.
= Acknowledge adaptation

: Path to the future
A Aggregate Pt
>~ scenario @  Smallsvents occur
OUtcome ©——0 Interacting to create
emergent outcomes...
< .q which interact
to produce
. . futhi
. Contributing Ll
outcomes Fiesent ‘ Some of which trigger
risk events...
'< leading to a cascade of
different consequences
. Scenario
. Future
dynamics
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Global Risk Themes

Culture
= Fall-out from last financial crisis Good behaviour
= Culture as a control do rig ht

= Tone from the top tone from the top

= Group vs. individual behaviour
= Sub-culture vs. culture

= World-view diversity m |
6 dimensions of
organisational culture mm

Ny
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u M I I I I ma n These slides are for general information/educational purposes only. Action should not be taken solely on the basis of the information set out herein without obtaining specific advice from a qualified adviser.




Global Risk Themes
Pace of regulatory change

. Fas-t.! Shifting game
= Political uncertainty.

= Populist zeitgeist
P J° control.

= Resource stretch

* Risk-based solvency

= Resolution

= Different perspectives of risk
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Global Risk Themes
Resilience

= Survive vs. avoid/manage Change is normal
= Complexity

= Hard to see trends InSIth

* Tipping points flexibility.
= Flexibility built-in

= Different organisation approach

. Precarious-
Latitude
S

Resistance Panarchy
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Global Risk Themes
Insight

= Out-dated management models 20/20 Foresight

= New analytics Seeing the wood

= Multi-variat
ulti-variate for the trees.

= Dynamic

= Bayesian: predict...look...revise
= Ml as a control

= Emerging risk / scenarios

. Dan Ariely @
1 a G January 2013 - €

Big data is like teenage sex. everyone talks about it, nobody really knows
how to do it, everyone thinks everyone else is doing it, so everyone claims
they are doing it._.

2 6k Likes 126 Comments 1.2k Shares
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McLaren — Risk in Real Time

Planning Collaboration Sensops

Ordination

r\

“If you don’t know
what will happen
when you make a
change, how can
you be sure it’s
worth changing?”

McLaren
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Mclaren

Clarity
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Global Risk Themes
Three lines of defence

" ...doesn’t work Taking responsibility
= Increasing complexity act local

think global.
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= Decentralised control
= Local decision with global perspective

Top-down 3 Locally optimized : Bottom-up
optimized service I traffic flows self-regulated traffic

Central
Traffic Control |

.| Authority 7

RG]

htps://youtu.be/rTGNSVCubYY2t=1161  Dirk Helbing



https://youtu.be/rTGNSVCubYY?t=1161
https://youtu.be/rTGNSVCubYY?t=1161

Role of effective leadership Is understood
as that of participating

In the ongoing

conversations

in ways that encourage fluid conversation in which
meaning and possibilities of action are opening up

rather than closing down.

Ralph Stacey



Brexit
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